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Introduction

The Caldicott Report was commissioned in December 1997 by Dame Fiona Caldicott owing to increasing concern about the ways in which patient information was used in the NHS in England and Wales and the need to ensure that confidentiality was not undermined. Such concern was largely due to the development of information technology in the service, and its capacity to disseminate information about patients rapidly and extensively. 
One of the recommendations of the report stated that all NHS organisations appoint a Caldicott Guardian to ensure patient-identifiable information is kept secure. (Caldicott Guardians are senior members of staff, preferably at partner level).
In 2013 Dame Fiona completed an Information Governance Review, which has come to be known as the Caldicott 2 report. It confirmed the enduring relevance of the six principles, but added a seventh which says that “the duty to share information can be as important as the duty to protect patient confidentiality.” In 2014 Dame Fiona was appointed to be the National Data Guardian for health and social care in England. This became a statutory role in 2018.
The National Data Guardian’s recent consultation in December 2020 which looked at Caldicott Guardians and Caldicott Principles, for which an 8th principle has been added which states “Inform patients and service users about how their confidential information is used”.  The eight Caldicott principles are shown on the following page.

This document describes the Meddygfa Penygroes Surgery policy on Data Protection and Caldicott requirements and its employees’ responsibilities, for the safeguarding of confidential information whether held manually (in a structured filing system) or electronically. 
The practice holds and manages personal and confidential information relating to individuals (patients) and employees of the Practice. 
UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 exist to strike a balance between the rights of individuals to privacy and the ability of organisations to use personal and sensitive data for legitimate business purposes. They work to provide individuals with certain rights, whilst imposing certain responsibilities on those who record and use personal information. 
Dr Jonathan C Kinnear has been appointed as the Practice’s Caldicott Guardian.  An outline of the job responsibilities for the Caldicott Guardian’s role is shown in separate document found :- https://DHCW.nhs.wales/go/dpo-service/dpo-support-service/information-governance-resources/caldicott-guardian-job-description-docx/.

1.1 Purpose

The purpose of this document is to ensure that all staff at {GP Practice Name} fully understand the requirement to adhere to the Caldicott principles, which were designed to safeguard and govern the use of patient information in all health and social care organisations.

1.2 Definitions

This document defines the Caldicott policy for the Practice and sets out the framework to ensure the organisation complies with the law.   
The Caldicott policy applies to all person identifiable information, regardless of whether it was originally obtained and processed by the Practice and its employees or acquired through a third party. 
This document sets out the Practice’s policy for the protection of all person identifiable information obtained and processed
Establishes the responsibilities for Caldicott Guardian 
Provides reference to the Caldicott principles

Scope

All staff members of Meddygfa Penygroes Surgery are within the scope of this policy, including:
Caldicott Guardian
Senior Partners
Practice Management,
 General Practitioners,
Reception and Administration Staff,
Staff working on behalf of the Practice or in the Practice (including locums, contractors, temporary staff, embedded staff, health board staff, secondees and all permanent employees).

Roles and responsibilities

Caldicott Guardians 
A Caldicott guardian is a senior person within the Practice who ensures that personal information about those who use its services is used legally, ethically and appropriately, and that confidentiality is maintained.  
Caldicott Guardians are required to undertake specialist training. The importance of specialist training for Caldicott Guardians cannot be underestimated.  
In addition, the Information Governance (IG) Toolkit requires appropriate training and support for Caldicott Guardians to have been undertaken, documented and evidenced.

The Caldicott guardian for Meddygfa Penygroes Surgery is Dr Jonathan C Kinnear 


Information Governance/Caldicott Lead 
IG Lead – IG lead supports and works with the Caldicott Guardian. 
The IG lead for Meddygfa Penygroes Surgery is Dr Jonathan C Kinnear 


3.1 Practice Responsibilities

Meddygfa Penygroes Surgery :
Have a responsibility to comply with legislation and the Caldicott Principles.  
Ensure an employment contract that contains data protection and confidentiality clauses is in place for all employees
Understand that breaches of this Policy may result in disciplinary action, including dismissal.
Ensure Specialist training is completed by the Caldicott Guardian.
Ensure all employees read and audit the following - policies, procedures and agreements to ensure any processing and/or transfer of person identifiable information is compliant.
Ensure IG training and other programmes are undertaken. 
3.2 Employee Responsibilities
Complete training programmes as directed
Complete IG training 
Have a responsibility to comply with legislation and the Caldicott Principles.  
Read any policies, procedures and agreements to ensure any processing and/or transfer of person identifiable information is compliant.
Understand that breaches of this Policy may result in disciplinary action, including dismissal.

Policy

This policy applies to all person identifiable information processed and stored on computer or relevant filing systems (manual records) and the Practice staff who use the information in connection with their work. 
It also provides an overview of the responsibilities of the named Caldicott Guardian(s) as well as providing all employees and partner organisations with an understanding of their responsibilities in ensuring the Caldicott Guardian’s views and sign-off are appropriately sought as and when required.
All employees handling personal confidential data on behalf of the Practice have a personal responsibility, where appropriate to engage either the Caldicott Guardian or IG Lead.

Principles

The Caldicott standard is based around eight principles: 
The eight Caldicott principles are: 
Principle 1: Justify the purpose(s) for using confidential information 
Every proposed use or transfer of confidential information should be clearly defined, scrutinised and documented, with continuing uses regularly reviewed by an appropriate guardian. 
Principle 2: Use confidential information only when it is necessary 
Confidential information should not be included unless it is necessary for the specified purpose(s) for which the information is used or accessed. The need to identify individuals should be considered at each stage of satisfying the purpose(s) and alternatives used where possible. 
Principle 3: Use the minimum necessary confidential information 
Where use of confidential information is considered to be necessary, each item of information must be justified so that only the minimum amount of confidential information is included as necessary for a given function. 
Principle 4: Access to confidential information should be on a strict need-to-know basis 
Only those who need access to confidential information should have access to it, and then only to the items that they need to see. This may mean introducing access controls or splitting information flows where one flow is used for several purposes. 
Principle 5: Everyone with access to confidential information should be aware of their responsibilities. 
Action should be taken to ensure that all those handling confidential information understand their responsibilities and obligations to respect the confidentiality of patient and service users. 
Principle 6: Comply with the law Every use of confidential information must be lawful. 
All those handling confidential information are responsible for ensuring that their use of and access to that information complies with legal requirements set out in statute and under the common law. 
Principle 7: The duty to share information for individual care is as important as the duty to protect patient confidentiality 
Health and social care professionals should have the confidence to share confidential information in the best interests of patients and service users within the framework set out by these principles. They should be supported by the policies of their employers, regulators and professional bodies. 
Principle 8: Inform patients and service users about how their confidential information is used 
A range of steps should be taken to ensure no surprises for patients and service users, so they can have clear expectations about how and why their confidential information is used, and what choices they have about this. These steps will vary depending on the use: as a minimum, this should include providing accessible, relevant and appropriate information - in some cases, greater engagement will be required. 

6.0 Compliance 

All staff are to comply with the eight Caldicott principles and should any doubt arise regarding compliance, they are to contact Dr Jonathan C Kinnear 


The patients of Meddygfa Penygroes Surgery entrust staff to uphold confidentiality at all times, doing so in confidence. It is essential that patients are informed of the circumstances in which their personal confidential data may be shared in order to deliver safe and effective care. 

Patients of Meddygfa Penygroes Surgery are to be informed of the intended use of their information and the practice will stipulate this on their privacy notice.

Furthermore, Meddygfa Penygroes Surgery will ensure the following preventative measures are adopted: 

All personnel are aware of their responsibilities regarding confidentiality; this includes visitors, contractors and volunteers.
The recording of patient information will be accurate and consistent 
Patient information will be kept confidential
Patient information will be stored securely (be it electronically or hard copies) 
The disclosure of such information will be done with due diligence Staff must ensure they report any breaches or risks to the Caldicott Guardian immediately.

7.0 Review 

This policy will be reviewed annually or more frequently where the contents are affected by major internal or external changes such as: 

Changes in legislation;
Practice change or change in system/technology;
Change in Senior personnel e.g. Practice Manager or Senior Partner or; change of Caldicott Guardian

8.0 Associated Legislation 

In addition to the Caldicott standard and the Caldicott Guardian Manual 2017, there are other legislative and common law provisions relevant to the use and protection of personal identifiable information that must be considered. These include but are not limited to :-

UK General Data Protection Regulation 2016 (UK GDPR) and Data Protection Act 2018
Human Rights Act 1998
The Computer Misuse Act 1990
The Access to Health Records 1990
Access to Medical Reports Act 1998
Confidentiality: NHS Code of Practice for Health and Social Care Wales
Common Law duty of Confidentiality 

9.0 Equality Impact Assessment 

This policy has been subject to an equality assessment. 

Following assessment, this policy was not felt to be discriminatory or detrimental in any way with regard to the protected characteristics, the Welsh Language or carers.
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