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[bookmark: _Toc37318646] 1.0 Introduction
The Privacy and Electronic Communications (EC Directive) Regulations 2003, implements European Directive 2002/58/EC, which is also known as the ‘E-Privacy Directive.’  This directive complements the General Data Protection Regulation (GDPR) and sets out specific privacy rights surrounding the use of electronic communications. 
PECR recognises the opportunities and risks to privacy brought by the widespread use of internet and public access to digital mobile networks. This guide covers the latest version of PECR, which came into effect on the 9th January 2019, updated to cover changes made by the GDPR.
	What does PECR Cover?

PECR provides rules about direct marketing by electronic means, including, but not limited to; 
· Phone calls Including automated calling,
· Text messages,
· E-mails,
· Social Media 
· Faxes.

PECR also includes rules relating to the use of cookies or similar technologies that track information about users accessing a website or other electronic service. 

The security of public electronic communications services.

The privacy of customers using communications networks or services, with regards to their;
· Traffic and/or location data,
· Itemised billing,
· Line identification services (for example Caller ID),
· Directory listings.




[bookmark: _Toc37318647]2.0 Who does PECR apply to?
Some of the rules outlined in PECR will only apply to organisations that provide a public electronic communications network or service. However, even if you are not a network or service provider, PECR will still apply if you:
· Market by phone, text message, e-mail or fax,
· Use cookies or a similar technology on your website,
· Compile a telephone directory (or similar public directory).
This could mean that any E-mail or Text Message based services used by your General Practice may be subject to PECR in certain circumstances. You would need to be able to demonstrate that your use of these services are not classes as marketing. An example of marketing would be sending a mass communication to all registered patients with diabetes, with information of a new service or treatment being offered. You would need to seek the patients consent prior to any marketing communications, even if you think that they may benefit from it.

[bookmark: _Toc37318648]3.0 PECR and GDPR
GDPR is not a replacement of PECR, although the changes regarding consent introduced with GDPR do have an effect on PECR. In essence both regulations complement each other and should be complied with if you are, or intending to, send electronic marketing or use cookies/similar technology. 
PECR will also apply even if you are not processing personal data. PECR offers protection to companies as well as individuals, and the electronic marketing rules apply even if you cannot identify the person you are contacting.
If you think you will need to use unsolicited direct marketing (i.e. you want to send information to patients or staff about things they didn’t directly ask you for that are considered marketing) you will need to obtain the individuals explicit consent to do so. 
You do not need consent to send routine customer service messages for example appointment reminder would not be considered marketing, however you would still need to comply with the Data Protection Act and ensure the patient is appropriately informed. 
[bookmark: _Toc37318649]4.0 Consent 
When we refer to consent for direct marketing what this means in an action from the individual that provides you with an indication that they are happy for the practice to send information to them. 
Consent must be freely given, specific and informed and should involve an affirmative action.  You must also be able to demonstrate that consent has been provided.  
You must also have in place processes to enable the individual to freely and easily opt out of receiving information if they change their mind, for example including an unsubscribe link
[bookmark: _Toc37318651]6.0 Exemptions
Some of the rules within PECR have built in exemptions, with the most relevant to Practices being the exemptions relating to cookies or other similar technologies.
There are two exemptions which can apply where:
· The cookie is for the sole purpose of carrying out the transmission of a communication over an electronic communications network; or,

· The cookie is strictly necessary to provide an ‘information society service’ (for example, a service over the internet).
This would mean that you are unlikely to need consent for:
· Cookies used to remember the selection a user chooses when they are booking an appointment on your practice website;

· Session cookies providing security that is essential to comply with data protection security requirements for an online service the user has requested – e.g. prescription re-ordering services; or,

· Load-balancing cookies that ensure the content of your webpage loads quickly and effectively by distributing the workload across several computers.
However, it is still good practice to provide users with information about these cookies, even if you do not need consent. You should ensure you have privacy information that explains about cookies on your website.  An example is available HERE.

	Useful Links:

The DPO Support Service has created a PECR Flowchart which can help you at a glance. It is available on our website HERE.

The Information Commissioner’s Office have a great guide on Direct Marketing which is available on their website HERE.
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