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SHREDDING OF CONFIDENTIAL WASTE PROTOCOL
Introduction

The policy serves to inform staff, members of the public, patients and carers that the practice has an effective policy and procedure to dispose of confidential waste.

Confidential Waste

This is defined as any item containing patient identifiable information, or items which may otherwise be commercially sensitive or impart significant information to a third party. Examples include:
· Medical records
· Patient record extracts
· Any data collated under a duty of confidentiality
· Staff records
· Financial records, including invoices, delivery slips and any banking correspondence
· Performance data
· Job applications or candidate records or interview notes
· Payroll records
· Patient identifiable information, including prescription slips
· Secure forms, letterheads, or record books

Responsibilities

All members of staff have a responsibility to ensure that patient information is shredded and that items containing patient record extracts are not placed within normal waste bins unless shredded. This includes spoiled prescription forms (blank or otherwise), labels, notes, memos, lists or computer printouts.

The practice has a duty under the Data Protection Act 2018/GDPR 2018, to process personal information fairly and lawfully, and this includes a secure method of destruction.  The Records Management: NHS Code of Practice 2006 states “It is therefore vital that confidentiality is safeguarded at every stage of the lifecycle of the record, including destruction, and that the method used to destroy such records is fully effective and ensures their complete illegibility.”

Meddygfa Penygroes uses SHRED-IT, a specialist contractor, to dispose of confidential waste. The contract we have with this company contains confidentiality clauses and a certificate of destruction is obtained for audit purposes.
Where destruction of confidential waste takes place off-site the practice ensures that the contractor:
* has adequate secure containers for transportation. 
* has adequate secure premises for pre-destruction storage
And an appropriate member of staff from the practice supervises the collection and loading of the confidential waste into secure containers for transportation.

Facilities and Process
· The practice will provide a commercial standard security cross-cut shredder
· A supply of heavy-duty plastic waste sacks will be provided adjacent to the shredder, together with suitable sealing tape to prevent accidental leakage of the shredded contents prior to destruction
· A deep shredding box/receptacle is available and items awaiting shredding should be placed in this to await processing in a secure storage area. To prevent accidental destruction of items, only documents placed in this box will normally be shredded. The security of the other documents within the surgery is the responsibility of the staff concerned and should not normally be destroyed by a third party without consent 
· Documents awaiting shredding will be retained in an area with restricted access (where available) and this will always be in an area without public access
· Shredding is the responsibility of the reception staff and is to take place daily (preferably towards the end of the day) to prevent storage of unshredded confidential items overnight or for an extended period
· Once shredded, bags are to be sealed and placed outside the building in a closed skip to await collection by the practice’s contractors. Bags containing shredded material must not be left outside the building other than in the closed container
· Guidance from the Information Commissioner indicates that material shredded with a cross-cut shredder (i.e. the paper is shredded into tiny pieces like confetti) can be treated as ordinary, rather than confidential, waste.
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